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Summary

When connected to a network, software, hardware, and data files can be updated in the

Zynq®-7000 All Programmable (AP) SoC based embedded systems during operation. Partitions
updated over a network need to be protected to ensure security. This application note provides
methods to securely update an embedded system while the Zyng-7000 AP SoC is operational.

You can download the reference design files for this application note from the Xilinx® website.
For detailed information about the design files, see Reference Design.

Included Systems

The system_update reference system contains the following software projects:

« fsbl

* hello

« partition_loader

* u-boot

* hello_update

The ELFs for these software projects, cryptographic keys, and Bootgen Image Format (BIF) file

are included in the system update/completed directory. The source files are provided in
the hello src and partition loader src directories.

Introduction

The common method for re-programming an SoC or FPGA based embedded system is to:

Power the embedded system down.
Physically connect the system to a PC in which Xilinx software is loaded.

Download the image with all partitions into nonvolatile memory (NVM).

A w N

Power-up.
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During this interval, the embedded system is not available. When connected to a network, the
Zynqg-7000 device allows software, hardware, or data to be loaded during run time using either
a partition loader or U-Boot. The reference system shows how to use the partition loader and
U-Boot to update a system.

This application note contains the following sections:

The Reasons for System Updates section lists reasons for remotely updating an embedded
system.

The High Level Description of System Update section lists the tasks required for a system
update. The tasks are divided into tasks done at the factory and tasks done on an
embedded system in the field.

The System Update Implementation section uses the Xilinx Software Development Kit (SDK)
to build software projects. SDK is then used to create and program the image. If the reader
is not familiar with using SDK to create software projects, Secure Boot of Zynq-7000 All
Programmable SoC (XAPP1175) [Ref 1] provides SDK steps for creating systems. This
section also discusses the use of the Partition Loader and U-Boot to update a system.

The Test of System Update section shows how to run and view the results of the reference
system. In a secure system update, AES encryption and RSA authentication are used.

The Security in a System Update section provides methods to ensure confidentiality and
integrity of the update.

Hardware and Software Requirements

The hardware and software requirements for updating software in Zynq AP SoC are:

ZC702, ZED, or MicroZed evaluation board
AC power adaptor (12 VDQC)

USB Type A to Micro cable

Xilinx Platform Cable USB II

Xilinx Software Development Kit 2014.3
Xilinx Vivado® Design Suite 2014.3

Reasons for System Updates

Some advantages which can be realized from a system update are listed below.

Reduce development cycle: the ease of adding new functionality means all features do not
need to be in the original release

Fault management: fix defects with a patch
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« Software and/or hardware updates extend the life cycle of silicon
« Secure transfer of data records such as patient health records

« Increase system functionality of silicon by time multiplexing hardware and/or software
operations

+ Remote control of power consumption.
« Remote wipe in the event of a security breach or when an employee leaves.

« Extend the life cycle of embedded systems with updated software and/or hardware.

High Level Description of System Update

Traditionally, field programmable gate arrays (FPGAs) are programmed by the FPGA designer,
and the end user does not change the functionality. In Zynq-7000 AP SoC devices, a user
initiated system update increases product capability. The processing system (PS) and
programmable logic (PL) sections are programmable. Since both the PS and PL are programmed
using a conventional device driver, providing support for a user initiated update is feasible.

In addition to a user initiated update, third-party vendors provide device management software
for system updates of a large number of embedded systems. These vendors provide a high level
interfaces to the Open Mobile Alliance - Device Management (OMA DM) standard to provide

efficient, secure updating of a large number of fielded embedded systems.

The methods used in this application note to implement a system update support either a user
or device manager initiated system update.

A system update uses a wired or wireless network connection, with wireless the most
convenient. In a system update, a single partition is updated. A partition is either software
(ELF/BIN), hardware (bitstream), or data file. An update can be done in secure or non-secure
mode. Figure 1 shows an overview of a system update. The term factory is used to mean the
central site for developing and distributing software to fielded embedded systems. If used, the
device manager can be an independent operation from the development organization. The
factory creates the partition. The factory or device manager transmits the partition to the
embedded system. The partition’s initial destination is usually the embedded system DDR
memory.
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Figure 1: System Update Flow Overview

This application note does not address the transfer of the partition from the factory to the
embedded system. The transfer typically uses wired or wireless Ethernet.

After the partition is transferred to the embedded system, either the Partition Loader or U-Boot
copies the partition from DDR to another location in DDR, On-Chip Memory (OCM), or
configuration memory. If U-Boot is used, the partition in DDR can be written to Quad-SPI.
Writing Quad-SPI is required if the embedded system is to load the updated partition when it
is re-booted. The Partition Loader cannot write Quad-SPI.

The Partition Loader is smaller and easier to use than U-Boot. U-Boot provides more
functionality. Both the Partition Loader and U-Boot copy software, hardware, or data partitions,
and both support AES decryption and RSA authentication. If custom modifications are needed,
the modifications to the Partition Loader can remain proprietary. U-Boot is open source. Some
embedded systems will use both the Partition Loader and U-Boot.

When run on Zynq devices, Linux can load partitions, including the bitstream. Linux can also
write partitions to Quad-SPIL. As of the Vivado Design Suite 2014.3 release, Linux bitstream
configuration operations have not been tested in secure mode.

Note: To make a system update persistent on boot, U-Boot must write the update to NVM. If Quad-SPI
is used as NVM, the U-Boot sf write command is used.
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System Update Implementation

Figure 2 shows the functionality of the system update flow. The First Stage Boot Loader (FSBL)
copies the hello software project from nonvolatile memory (NVM) to DDR memory. The
hello software displays "Hello World" in the communication terminal. After the hello
program, the partition loader is run. For the system update, the partition loader loads

hello update. When run, the "Hello World Update” output is displayed on the
communication terminal.

In an actual system, a scheduler is responsible for running programs. The software projects in
this application note provide a heuristic reference system which emulates boot and run time
operation. In real systems, system updates occur asynchronously. The load of the FSBL and
hello occur at boot time. In the reference system, run time is modeled when the CPU
transitions from hello to partition loader.

»{ Partition Loader

FSBL hello

\

Hello_update

\

> U-Boot

x1224_03_100914

Figure 2: System Update Flow Functionality
The following steps use SDK to implement the system update.

1. Create fsbl, hello, partition loader and/or U-Boot, and hello update software
projects.

2. Create the system update.mcs image using Bootgen.
3. Write Quad-SPI using Flash Writer.

4. SDK is used to create FSBL and hello project templates. Create a directory named
system update and invoke SDK.

5. In the Workspace Launcher text box, browse to <path>\system update. Click OK.
6. Click File > New > Application Project.

7. Enter £sbl as the Project Name.

8. Change Target Hardware > Hardware Platform to ZC702_hw_platform. Click Next.
9. In the New Project Templates dialog box, click Zynq FSBL. Click Finish.

10. After fsbl compilation is complete, right-click on fsbl in the Project Explorer pane.

11. Click C/C+ + Build Settings.
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12. Click Symbols. Click "+".
13. Type FSBL_DEBUG_INFO in the text box. Click OK.

14. Repeat the steps used to create the FSBL project to create the hello and hello update
projects. In the New Project Template dialog box, select Hello World.

15. Modify the hello project in the Project Explorer pane. The source files for the change are
in the hello src directory.

a. Use File Import -> General -> File System to add system
update/hello src/handoff.S tohello/src.

b. Replace the hello/src/helloworld.c with
system update/hello src/helloworld.c.

The new helloworld.c adds three lines to the code so that the Partition Loader is
executed after the hello project displays “"Hello World."

The following two lines are located just before int main():

u32 PartitionLoaderStartAddress = 0x200000;
void HandoffExit (u32 PartitionLoaderStartAddress) ;

The following line is placed after cleanup platform() ;:

HandoffExit (0x200000) ;

c. Modify the hello update projectin the Project Explorer pane. Edit the print statement
in helloworld.c to

print (“Hello World from updated hello”);

d. In the Project Explorer pane, modify the hello update/src/lscript.1d linker
script to locate hello update at 0x300000.

Partition Loader

The Partition Loader copies software, data, or hardware partitions. The Partition Loader is a
wrapper for the devcfg device driver. The devcfg driver source code is located in the SDK install
area, under the XilinxProcessorLib/driver/devcfg v+ directories.

The PcapDataTransfer and PcapLoadPartition functions are located in pcap.c. The
PcapDataTransfer function copies a software or data partition. If the bitstream is copied to
configuration memory, the PcapLoadPartition function is used. The PcapDataTransfer
function can be used to copy the bitstream from NVM to DDR without decryption.

The arguments to the Partition Loader functions are source and destination address, source and
destination size, and whether to route the partition through the decryptor. The partition
address and size parameters are hard coded.

The Partition Loader in the reference system illustrates basic system update capability. To
provide the user or Device Manager with an interface to update a system, modify the Partition
Loader functions to allow the address and size parameters to be provided as arguments or
memory addresses.
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There are two methods to get a partition’s address and size.

« The first method is to run Bootgen using the -debug option:

bootgen -image hello update.bif -o hello update.bin -w on -debug

Bootgen also provides address and size information when the BIF includes all partitions.

« The second method to obtain address and size information is to use the log output of the
FSBL. The log is provided when the FSBL is compiled with the FSBL_DEBUG_INFO option.

The Partition Loader does not currently use RSA authentication. Run Time Integrity and
Authentication Check of Zynq-7000 All Programmable SoC System Memory (XAPP1225) [Ref 2]
shows how to use the Xilinx RSA library to authenticate a partition.

Create the Partition Loader software project as follows:

Click File > New > Application Project

Type partition loader in the Project Name text box. Click Next.

In the New Project Templates, select Empty Application. Click Finish.

In the Project Explorer pane, right-click partition_loader > src

Select Import > General -> File System.

Browse to system update/partition loader src, and select all files. Click OK.

In the Project Explorer pane, select partition loader/src/lscript.ld

© N o v A~ W NP

Modify the linker script to locate partition loader at 0x200000.

The Partition Loader is included in the BIF used for initial boot, so that it is resident in memory
at run time.

U-Boot

U-Boot is a widely used universal boot loader, commonly used to load the Linux kernel, device
tree, root file system and Linux applications. [Ref 3] provides documentation, including the user
manual, for U-Boot. [Ref 4] provides Xilinx specific documentation on configuring and building
U-Boot. Most texts on embedded Linux include a section on U-Boot.

1. To download U-Boot from the Xilinx Git server, enter:

git clone git://github.com/Xilinx/u-boot-xlnx.git
cd u-boot-xlnx

2. Add the following define to include/configs/zyng-common.h.
#define CONFIG CMD_ZYNQ AES
3. Configure and build U-Boot by entering:

make arch=ARM zyng zc70x (zyng zed)

XAPP1224 (v1.1) February 12, 2015 www.xilinx.com 7



http://www.xilinx.com

System Update Implementation i: XI LINX

ALL PROGRAMMABLE

The following set of commands illustrates how to use U-Boot to configure the PL.

promgen -w -b -p bin -o system.bin -u 0 system.bit -datawidth 32
Copy system.bin to a SD card.

4. Invoke XMD and run the following XMD commands:

connect arm hw

dow fsbl.elf

con

stop dow u-boot.elf
con

5. Press a key to prevent autoboot.
6. At the U-Boot prompt, run the following commands in the communication terminal:

mmcinfo
fatload mmc 0 0x100000 system.bin
fpga load 0 0x100000 Ox3DBAFC

7. To route the bitstream through the decryptor, replace the fpga command with the
zyngaes command:

zyngaes <srcaddr> <srclen> <destaddr> <destlen>

The include/configs/zyng-common.h section for the gspiboot loads the Linux kernel,
device tree, and root file system. The commands can be changed to load hello update using
zyngaes. The system.bin partition is encrypted by Bootgen.

Bootgen
Invoke the SDK Bootgen GUI by entering:

Xilinx Tools > Create Zynq Boot Image
Specify the path and system update.bif file name in the BIF File Path dialog box.
Click "+" and add £sbl.elf.

A wo N

Click Add, and add the hello.elf, partition loader.elf and hello update.elf
files.

Ul

Specify system _update.mcs as the output file.

6. Click Create Image.

Programming Quad Serial Peripheral Interface (Quad-SPI)

Invoke SDK Program Flash by selecting Xilinx Tools > Program Flash
Browse to system update.mcs to complete the Image File input.

Type 0x0 in the Offset dialog box.

A W N

Click Program.
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Test of System Update

1. Invoke a communication terminal as Teraterm using a 115200 baud rate.

2. On the evaluation board, change the boot mode select switch MIOS5 to 1 to boot using

Quad-SPI mode.

As shown in Figure 3, the message in the communication terminal shows the activity of the
FSBL, hello, partition loader, and hello update program. The initial hello software displays “Hello
World” and “Hello Brazil.” After the code transitions to the partition loader, "Xilinx Partition
Loader” is displayed. The hello system update is shown by the “Hello World Update” message.
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irst Hello UYorld
ello Braz=il

Milinx Partition Loader
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IME BxF8AAA1A: BxFFFFFFFF
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DMA SRC ADDR BxFEAAY/A18: BxFCA2ZEACI
DMA DEST ADDR OxF8AAYA1C: OxPAIHAAAA1
DMA SRC LEN BxFEHA7HZA: AxA0HA2ZACE

DMA DEST LEN BxF8GAY/0A24: BxB0002003
ROM SHADOW CTRL BxF88A7828: AxFFFFFFFF
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UNLOCK 8xF80A7034: Bx757BDFAD

MCTRL 8xF8O07080: BOx30000108
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L

Figure 3:
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Security in a System Update

Systems remotely updated over a network are subject to man in the middle attacks. Xilinx
provides AES encryption to protect the confidentiality and RSA authentication to protect the
integrity of sensitive information.

At the factory, Bootgen is used to create an update partition which is AES encrypted and/or RSA
signed. Bootgen can create an image with all partitions for boot or a single partition for run
time update. The use of security attributes in the Bootgen Image Format (BIF) file is discussed
in Secure Boot of Zyng-7000 All Programmable SoC (XAPP1175) [Ref 1].

The Partition Loader supports security using an argument in the PcapLoadPartition and
PcapDataTransfer functions. U-Boot supports security with the zyngaes and zyngrsa
commands. The reference system shows the use of security when using the Partition Loader and
U-Boot.

In the embedded system, Zynq SoC provides a hard AES decryptor and soft RSA libraries for
decryption and verification of partitions.

The difference between the non-secure mode and the secure mode is the BIF file. Figure 4
shows a BIF for a secure system update. Provide AES and RSA keys as shown in the figure.
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Create Zynq Boot Image

&% BIF file already exists at the specified path and will be overwritten with the modified contents. Use 'Preview Bif Changes’ button to view
the changes in bif contents before overwriting.

—
(@) Create new BIF file () Import from existing BIF file
Output BIF file path: Ch\designs\system_update\completed\system_update.bif

Use Authentication
Authentication keys

PPK: psK: Chdesigns\system_update\completed\psk.pem
SPK: SSK:  Chdesigns\system_update\completed\ssk.pem
SPK signature:

Use encryption
Encryption key:

Key file: Chdesigns\system_update\completed\bbram.nky
Key store: (@) BRAM (C) EFUSE

Part name:

Boot image partitions

File path Encrypted  Authentic... Add

(bootloader) C\designs\system_update\completed\fsbl.elf _aes _rsa |

Chdesigns\system_update\completed\hello.elf aes rsa

Ch\designs\system_update\completed\partition_loader.elf aes rsa

Chdesigns\system_update\completed\hello_update.elf aes rsa g

Down

Output path:  Chdesigns\system_update\completed\system_update.mcs

@ lPreview BIF Changes] l Creatg‘lmage ] l Cancel ]

L"f.

x1224_02_10091

Figure 4: BIF for Secure System Update
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Download the Reference Design Files for this application note from the Xilinx website.

Table 1 shows the reference design matrix.

Table 1: Reference Design Matrix

Parameter Description
General
Developer name Lester Sanders
Target devices Zynq All Programmable SoC
Source code provided Yes
Source code format VHDL/Verilog
Design uses code and IP from existjng Xilinx' No
application note and reference designs or third party
Simulation
Functional simulation performed No
Timing simulation performed N/A
Test bench used for functional and timing simulations No
Test bench format N/A
Simulator software/version used N/A
SPICE/IBIS simulations N/A
Implementation
Synthesis software tools/versions used Vivado synthesis
Implementation software tools/versions used Vivado implementation
Static timing analysis performed No
Hardware Verification
Hardware verified Yes
Hardware platform used for verification ZC702

The reference design uses Quad Serial Peripheral Interface (Quad-SPI) as the nonvolatile
memory (NVM). Quad-SPI is provided on all Zyng-7000 evaluation boards. Quad-SPI is
commonly used on production boards. The system update methods used with Quad-SPI can be
used with NAND, NOR, or SD NVM.
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Conclusion

The hardware and software programmability of Zyng All Programmable SoC can provide
distinct advantages during the life cycle of the embedded system. The ability of a user or device
manager to update a system during run time increases the functionality, availability, and
reliability of the embedded system. Two methods, a Partition Loader and U-Boot, are provided
which can be used to update a system while a Zynq device is operational.
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The following table shows the revision history for this document.

Date Version Revision
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02/12/2015 1.1 Replaced Figure 2 and Figure 3. Changed address in step 15b from

0x00400000 to 0x200000 (in two places). Changed address in step 15d from
0x400000 to 0x300000. Changed address in step 8 from 0x600000 to
0x200000. Modified third sentence under Test of System Update (paragraph
following step 2) by deleting “and Handoff Address 0x00600000".

Please Read: Important Legal Notices

The information disclosed to you hereunder (the "Materials") is provided solely for the selection and use of Xilinx products. To the
maximum extent permitted by applicable law: (1) Materials are made available "AS IS" and with all faults, Xilinx hereby DISCLAIMS ALL
WARRANTIES AND CONDITIONS, EXPRESS, IMPLIED, OR STATUTORY, INCLUDING BUT NOT LIMITED TO WARRANTIES OF
MERCHANTABILITY, NON-INFRINGEMENT, OR FITNESS FOR ANY PARTICULAR PURPOSE; and (2) Xilinx shall not be liable (whether in
contract or tort, including negligence, or under any other theory of liability) for any loss or damage of any kind or nature related to,
arising under, or in connection with, the Materials (including your use of the Materials), including for any direct, indirect, special,
incidental, or consequential loss or damage (including loss of data, profits, goodwill, or any type of loss or damage suffered as a result
of any action brought by a third party) even if such damage or loss was reasonably foreseeable or Xilinx had been advised of the
possibility of the same. Xilinx assumes no obligation to correct any errors contained in the Materials or to notify you of updates to the
Materials or to product specifications. You may not reproduce, modify, distribute, or publicly display the Materials without prior written
consent. Certain products are subject to the terms and conditions of Xilinx's limited warranty, please refer to Xilinx's Terms of Sale which

XAPP1224 (v1.1) February 12, 2015 www.xilinx.com 13



http://www.xilinx.com
http://www.xilinx.com/support/documentation/boards_and_kits/zc702_zvik/ug850-zc702-eval-bd.pdf
http://www.xilinx.com/support/documentation/application_notes/xapp1175_zynq_secure_boot.pdf
http://www.denx.de/wiki/U-Boot
http://www.xilinx.com/support/documentation/user_guides/ug821-zynq-7000-swdev.pdf
http://www.wiki.xilinx.com/Build+U-Boot#Zynq

Please Read: Important Legal Notices i: XI LINX

ALL PROGRAMMABLE

can be viewed at http://www.xilinx.com/legal.htm#tos; IP cores may be subject to warranty and support terms contained in a license
issued to you by Xilinx. Xilinx products are not designed or intended to be fail-safe or for use in any application requiring fail-safe
performance; you assume sole risk and liability for use of Xilinx products in such critical applications, please refer to Xilinx's Terms of
Sale which can be viewed at http://www.xilinx.com/legal.htm#tos.

Automotive Applications Disclaimer

XILINX PRODUCTS ARE NOT DESIGNED OR INTENDED TO BE FAIL-SAFE, OR FOR USE IN ANY APPLICATION REQUIRING FAIL-SAFE
PERFORMANCE, SUCH AS APPLICATIONS RELATED TO: (I) THE DEPLOYMENT OF AIRBAGS, (II) CONTROL OF A VEHICLE, UNLESS THERE
IS A FAIL-SAFE OR REDUNDANCY FEATURE (WHICH DOES NOT INCLUDE USE OF SOFTWARE IN THE XILINX DEVICE TO IMPLEMENT THE
REDUNDANCY) AND A WARNING SIGNAL UPON FAILURE TO THE OPERATOR, OR (III) USES THAT COULD LEAD TO DEATH OR
PERSONAL INJURY. CUSTOMER ASSUMES THE SOLE RISK AND LIABILITY OF ANY USE OF XILINX PRODUCTS IN SUCH APPLICATIONS.

© Copyright 2014-2015 Xilinx, Inc. Xilinx, the Xilinx logo, Artix, ISE, Kintex, Spartan, Virtex, Vivado, Zyng, and other designated brands
included herein are trademarks of Xilinx in the United States and other countries. All other trademarks are the property of their
respective owners.

XAPP1224 (v1.1) February 12, 2015 www.xilinx.com 14



http://www.xilinx.com/legal.htm#tos
http://www.xilinx.com/legal.htm#tos
http://www.xilinx.com

	Updating a System Securely in the Zynq-7000 AP SoC
	Summary
	Included Systems
	Introduction
	Hardware and Software Requirements
	Reasons for System Updates
	High Level Description of System Update
	System Update Implementation
	Partition Loader
	U-Boot
	Bootgen
	Programming Quad Serial Peripheral Interface (Quad-SPI)

	Test of System Update
	Security in a System Update
	Reference Design
	Conclusion
	References
	Revision History
	Please Read: Important Legal Notices



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings false
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


